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ARIZONA HEALTH-E CONNECTION  
POLICY DEFINITIONS 

 
• Authorized User means a Participant and its employees and agents authorized by 

Participant to use the Exchange to access Data for the purposes of medical treatment and 
health care services to Participant’s Patients. 
 

• Data means patient health information provided to a HIE by Data Providers and 
accessible to Authorized Users.  For the purposes of this Agreement, Data means 
protected health information as defined by Standards for Privacy of Individually Identifiable 
Health Information, and the Security Standards, 45 C.F.R. Part 160 et seq. as amended from time 
to time.  
 

• Data Provider means Health Care Provider who provides Data to the Exchange. 
 

• Health Care Provider means a physician, hospital, pharmacy or laboratory that provides 
medical treatment or health care services to Patients and who has entered into an HIE 
Participation Agreement. 

 
• HIE means health information exchange. 

 
• Participant or Participating Health Care Provider means a Health Care Provider who has 

entered into an HIE Participation Agreement, including the Participant named as a party 
to this Agreement. 
 

• Participation Agreement means an agreement between a Participant and the HIE. 
 

• Patient means an individual receiving medical treatment or health care services from a 
Participant. 

 
• Policies means these HIE policies. 
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                 ARIZONA HEALTH-E CONNECTION 
PATIENT CONSENT & NOTICE POLICY 

 
A. Patient Consent for Submission of Health Information to HIE.  

1. Opt-in; 
2. Opt-out; or 
3. No consent required. 
 
Policy should cover: 

• What Participant/entity administers opt-in or opt-out process and secures relevant 
document (broadly called the “consent document” in this policy) 

• Timing and duration of opt-in or opt-out  
• Form of consent document 
• Maintenance of  consent document  
• Access to consent document 
• Data covered by the consent document 
• Restrictions on Data subject to consent document 
• Revocation/amendment of consent document 

 
B. Notice of HIE Practices.  The HIE will create a document (“Notice”) containing the 

following information: 
1. Description of the HIE.  
2. An statement that the Data included in the HIE is limited to laboratory results, 

medications, and hospital discharge summaries. [May expand to include 
allergies and other history/continuing care information.] 

3. A statement that Authorized Users may access the Data for Patient’s care and 
treatment. 

4. [If opt-in or opt-out approach adopted, how the Patient can have his or her 
Data removed from the HIE.  Note:  Process will have to be identified for 
removing Data or limiting access even if Data not removed.] 

5. [If technology permits, whether/how the Patient can have access to the Data 
submitted to HIE.] 

 
C. Provision to Patients. The HIE will maintain the Notice and make it available to the 

public through the common portal.  [In addition, a Participant will provide the 
Notice to a Patient at the date of first service delivery after the Participant’s 
agreement to participate in the HIE and anytime requested by a Patient.] 
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ARIZONA HEALTH-E CONNECTION  

REGISTRATION & AUTHENTICATION POLICY 
 

A. Participant Determination of Authorized Users.  Each Participant is responsible for 
determining which of its employees and agents will be Authorized Users.  A Participant 
may allow access to the HIE only to those employees and agents who need to use the HIE 
to access Data related to the Participant’s care and treatment of Patients on behalf of the 
Participant.   
 

B. Participant Training for Authorized Users.  Each Participant will develop and implement 
a training program for its Authorized Users.  The training will include a detailed review 
of these Policies.  In addition, each Authorized User must sign a certification that the 
Authorized User received, read, and understands these Policies and completed the 
training.   

 
C. Registration.  After an Authorized User completes training and signs the certificate 

required by Section B, the Participant will issue an identifier and confidential password to 
the Authorized User.  The Participant will provide the HIE each Authorized User’s name, 
identifier, and confidential password.  The HIE will then register each Authorized User. 
 
1. The identifier must point unambiguously and uniquely to the identity of a specific 

Authorized User.  [and the Participant]   
2. A Participant may not re-issue an identifier to other, later Authorized Users.  

 
D. Authentication.  The HIE will authenticate an Authorized User through the identifier and 

confidential password.  The Authorized User’s access to specific Data will be based upon 
the Authorized User’s role, as determined by ___________________. 
 

E. Termination.  A Participant must terminate an Authorized User’s access to the HIE upon:  
1. The Authorized User is no longer an employee or agent of the Participant. 
2. The Participant decides to terminate Authorized User’s access to HIE for any reason 

including a determination that the Authorized User no longer has a need to use the 
HIE to access Data related to the Participant’s care and treatment of Patients on 
behalf of the Participant. 

3. The Authorized User does not comply with the terms and conditions of the 
Participation Agreement or Policies. 

4.   HIE requests that Authorized User’s access be terminated.  A Participant will notify 
the HIE immediately when an Authorized User’s access to the HIE ends for any 
reason and the HIE will remove the Authorized User from HIE registration.   
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ARIZONA HEALTH-E CONNECTION  

DATA USE POLICY 
 

A. Patient Access.  A Participant must provide a Patient with the Patient’s medical record, 
including Data secured from the HIE upon the Patient’s request. 

 
B. Authorized User Access.  An Authorized User may access Data only for care and 

treatment of Participant’s Patients. 
 

C. Non-Compliance.  Each Participant must implement procedures to discipline and hold 
Authorized Users accountable for violating these Policies or using, disclosing, or 
requesting a Patient’s Data for any reason other than Participant’s care and treatment of 
the Patient.   

 
1. Discipline.  The discipline measures must include, but not be limited to, verbal and 

written warnings, demotion, and termination.  The discipline measures may provide 
for retraining where appropriate. 

 
2. Reporting Non-Compliance.  

 
(a) All Authorized Users must report to the Participant any noncompliance with these 

Policies or the Participant’s policies on Data access, use or disclosure. 
 

(b) Each Participant must have a process for Patients participating in the HIE to 
report to the Participant and HIE any non-compliance with these Policies and any 
concerns about Data access, use or disclosure. 

 
(c) A Participant must immediately report any noncompliance with HIE’s or 

Participant’s policies for Data access, use or disclosure to the HIE.    
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ARIZONA HEALTH-E CONNECTION  

DATA SUBMISSION POLICY 
 

A. Accuracy.  Participants may not provide the HIE with Data that they know or should 
know is not accurate. 

 
B. Amending Information.  Each Participant must comply with applicable federal, state and 

local laws and regulations regarding patient rights to request amendment of Data.    
 

C. Limiting Information Provided to HIE.  If a Participant agrees to a Patient’s 
request for restrictions, the Participant must comply with the restrictions when 
providing Data to the HIE. [If an agreed-upon restriction could affect another 
Participant’s use of the Data, the Data Provider must notify the HIE of the fact that 
certain Data has been restricted, without disclosing the content of the restricted 
Data.]     

 
D. Special Information.  Some Data may be subject to special protection under federal 

or state laws and regulations (e.g., substance abuse treatment information held by 
federally-assisted substance abuse treatment programs, psychotherapy notes, and 
genetic testing information). The HIE will determine and identify special protection 
that may apply to Data under applicable law and notify Data Providers of these 
restrictions. Each Data Provider will be responsible for identifying Data subject to 
these special protections and following HIE rules regarding providing this Data to 
the HIE.  
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ARIZONA HEALTH-E CONNECTION  
AUDITING & COMPLIANCE POLICY 

 
A. Audit Logs.  The HIE will maintain an audit log documenting as to each piece of Data:  

1.  when Data was provided to the HIE; 
2.  the Participant that provided the Data; 
3.  when an Authorized User accessed the Data; and 
4.  the Authorized User who accessed the Data and the sponsoring Participant. 
The HIE will provide a Patient with that Patient’s audit log information upon 
request.  
 

B. Notification of Breach.  The HIE will report any breaches and/or security incidents to the 
Participant whose Data was improperly used, accessed or disclosed.  Each Participant 
will inform the HIE of any such incidents.   

 
C. Mitigating Effects of Non-Compliance.  Each Participant must implement a process to 

mitigate, and must mitigate and take appropriate remedial action, to the extent 
practicable, any harmful effect that is known to the Participant of improper access, use or 
disclosure of Data through the HIE in violation of applicable laws, regulations and these 
Policies by the Participant, Authorized Users or other persons or entities. Mitigation 
could include Patient notification and Participant’s request to the receiving Authorized 
User to return or destroy the impermissibly disclosed Data. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


